
 

MASTER SUBSCRIPTION AGREEMENT 

This Master Subscription Agreement (“Agreement”) governs your acquisition and use of all 
software, services, products, and other related technology components (the “Services”) 
provided by Toothapps® (the “Service Provider”) and made available to You and it 
incorporates herein by reference the terms and conditions as stated on the website. You agree 
to the terms of this Agreement.  
 
ARBITRATION NOTICE: THESE TERMS CONTAIN AN ARBITRATION CLAUSE BELOW, EXCEPT FOR CERTAIN 

TYPES OF DISPUTES MENTIONED IN THAT ARBITRATION CLAUSE, YOU AND TOOTHAPPS™ AGREE THAT 

DISPUTES BETWEEN US WILL BE RESOLVED BY MANDATORY BINDING ARBITRATION, AND YOU AND THE 

SERVICE PROVIDER WAIVE ANY RIGHT TO PARTICIPATE IN A CLASS-ACTION LAWSUIT OR CLASS-WIDE 

ARBITRATION.  

 

THIS AGREEMENT CONSTITUTES A BINDING CONTRACT ON YOU. BY ACCEPTING THIS AGREEMENT, 

EITHER BY CLICKING A BOX INDICATING YOUR ACCEPTANCE, CLICKING THE “SIGN IN” OR “CONTINUE” 

BUTTONS AS A PART OF THE ONLINE LOGIN AND REGISTRATION PROCESS THAT REFERENCES THIS 

AGREEMENT, YOU AGREE TO THE TERMS OF THIS AGREEMENT BETWEEN YOU AND TOOTHAPPS™. IF 

YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU 

REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY AND ITS AFFILIATES TO THESE 

TERMS AND CONDITIONS, IN WHICH CASE THE TERMS "YOU" OR "YOUR" SHALL REFER TO SUCH ENTITY 

AND ITS AFFILIATES. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT AGREE WITH THESE 

TERMS AND CONDITIONS, YOU MUST NOT ACCEPT THIS AGREEMENT AND MAY NOT USE TOOTHAPPS™’ 

SERVICES OR PRODUCTS.  

 

1. OUR RESPONSIBILITIES  

1.1 Provision of Purchased Services. The Service Provider will (a) make the Services available to You 

pursuant to this Agreement, (b) provide you with access to online or email support or other standard 

support, (c) use commercially reasonable efforts to make the online Services available 24 hours a day, 7 

days a week, except for: (i) planned downtime and weekly regular maintenance downtime (ii) any 

unavailability caused by circumstances beyond the Service Provider’s reasonable control, including but 

not limited to, an act of God, act of government, war, flood, fire, earthquake, civil unrest, act of terror, 

strike or other labor problem, Internet service provider failure or delay, telecommunications network or 

electrical failures, delays involving hardware or software not within Provider's possession or control, 

network intrusions, or denial of service attacks.  Notwithstanding the foregoing, Service Provider shall 

have no liability for any functional warranty or downtime associated with your integrations, 

customizations, or modifications. 

 

1.2 Protection of Your Data. The Service Provider will maintain administrative, physical, and technical 

safeguards for protection of the security, confidentiality and integrity of Your data in compliance with 

HIPAA and HITECH regulations and applicable laws, statutes, and regulations pertaining to data security, 
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privacy, and implementation of an information security program for similar service. Those safeguards will 

include, but will not be limited to, measures for preventing access, use, modification or disclosure of 

Your data by the Service Provider’s personnel except (a) to provide the Services and prevent or address 

service or technical problems, (b) as compelled by law, or (c) as You expressly permit in writing.  

 

1.3 Service Level Commitment. The Service Provider shall, subject to the exceptions noted in Section 

1.1. above, use commercially reasonable efforts to ensure that the Service shall be operational and 

available for You ninety-two percent (92%) of the Subscription Period (not including regular maintenance 

or planned downtime).  The Service Provider makes no representations or warranties regarding the 

availability of the web service interface or application provided by the Service Provider’s licensor. You 

recognize that the Service may require a User ID provided by the Service Provider.  Any interruption of 

the Service caused by the unavailability of the Service Provider’s licensor site or any other third party 

service or data is not the responsibility of the Service Provider and shall not accrue against the service 

level commitment. The Service may not be available in all areas and are subject to applicable laws and 

regulations. The Service is provided under the terms and conditions of this Agreement. 

 

1.4 Supplier Limitation. You agree that the Service is proprietary to the Service Provider, but access to 

the Service may include hardware, software elements and other proprietary materials from the Service 

Provider’s suppliers and agents that may be subject to license restrictions. Consequently, Your access to 

the Service may be subject to the license limitations of the Service Provider’s suppliers and agents.   

 

1.5 Equipment / Internet Access. You shall be solely responsible for providing, maintaining and ensuring 

compatibility with the Service access requirements, all hardware, software, electrical or other physical 

requirements for use of the Service, including without limitation, telecommunications and internet 

service provider access, connections, links, web browsers or other equipment, programs and service 

required to access the internet to use the Service.  

 

2. USE OF THE SERVICES  

2.1 Subscriptions. Unless otherwise provided in this Agreement, (a) Services are purchased as 

subscriptions, (b) subscriptions for Services may be added during a subscription term at the same pricing 

as the underlying subscription pricing, prorated for the portion of that subscription term remaining at 

the time the subscriptions are added, and (c) any added subscriptions will terminate on the same date as 

the underlying subscriptions.  

 

2.2 Access to the Services. Services are subject to the following restrictions: You will use the Services 

solely for your internal business purposes and shall not, nor permit any third party including Users, use 

SaaS Service to: (a) make any Service available to anyone other than registered users or use any Service 

for the benefit of anyone other than You unless expressly stated otherwise in this Agreement, (b) sell, 

resell, license, sublicense, distribute, make available, rent or lease any Service except as specifically 

stated in this Agreement, (b) use a Service to store, transmit through or post infringing, libelous, or 

otherwise unlawful, tortious, defamatory, threatening, vulgar, or obscene material or material that may 

be harmful to minors, or to store or transmit material in violation of third-party privacy rights, (c) use a 
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Service to store or transmit viruses or other harmful or deleterious computer code, files, scripts, agents, 

or programs, (d) interfere with or disrupt the integrity or performance of any Service or the data 

contained therein, (e) attempt to gain unauthorized access to any Service or its related systems or 

networks, (f) permit direct or indirect access or use of any of the Service Provider’s intellectual property 

except as permitted under this Agreement, (g) modify, copy, or create derivative works based on a 

Service or any part, feature, function or user interface thereof, (h) frame or mirror any part of any 

Service, other than framing on Your own intranets or otherwise for Your own internal business purposes, 

or (i) disassemble, reverse engineer, or decompile a Service, or access it to (j) build a competitive 

product or service, (k) build a product or service using similar ideas, features, functions or graphics of the 

Service, (l) copy any ideas, features, functions or graphics of the Service or (m) determine whether the 

Services are within the scope of any patent, (n) send spam or any other form of duplicative and 

unsolicited messages, other than marketing and promotional messages to Your clients and distribution 

channel members and prospective clients and distribution channel members, (o) harvest, collect, gather 

or assemble information or data regarding other users of the SaaS Service without their consent; 

 

Any use of the Services in breach of this Agreement, by You that in the Service Provider’s judgment 

threatens the security, integrity or availability of the Service Provider’s Services, may result in immediate 

suspension of the Services.  

 

2.3 User Access. Any individual that accesses the Services in any manner (a “User”) is subject to the 

following restrictions (a) each User must register using a unique email address and password, (b) a User’s 

password may not be shared with any other individual, (c) each User must abide by Terms of Service, 

Privacy Policy, HIPAA BAA and any similar policy governing use of the Services then published on the 

Service Provider’s website (“Use Policies”), and (d) each User may access and use the Services only for 

the intended purpose of the Services.  

2.3.1 User and Patient Access Control and Credential Responsibility. You are solely responsible 

for the creation, authorization, and ongoing management of all user and patient access to the 

Services, including accounts granted to Your employees, contractors, providers, administrators, 

patients, and any third parties You authorize. By granting access to any user or patient, You 

represent and warrant that: 

●​ Each individual is properly authorized to access the relevant information under Your 

HIPAA compliance program; 

●​ Access is granted based on the principle of least privilege and in accordance with legal, 

clinical, or custodial authority; 

●​ Patients, guardians, or proxies granted access through the Services have been verified by 

You as having the appropriate rights to view and act on such information. 

Toothapps does not independently verify user or patient identities and shall rely on the access You 

provision. You are responsible for: 

●​ Reviewing and deactivating access for any user or patient whose authorization has 

changed; 
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●​ Ensuring secure management of credentials, including discouraging password reuse and 

enabling multi-factor authentication (MFA) where supported; 

●​ Preventing credential sharing or misrepresentation by users or patients; 

●​ Notifying Toothapps within five (5) business days of any changes in a user or patient’s 

authorization status; 

●​ Educating Your users and patients on proper access use, privacy, and security practices. 

Toothapps shall have no liability for unauthorized access, impersonation, or data disclosures 

resulting from: 

●​ Credential compromise, phishing, password reuse, or weak password practices; 

●​ Inaccurate identity verification by You for patients or third-party users; 

●​ Continued access granted to former guardians, spouses, or other individuals no longer 

legally authorized to view or manage records 

Toothapps retains the right to audit access logs and suspend or restrict user access where required to 

maintain platform security or enforce compliance standards. 

2.4 Your Responsibilities – Data, Access, and Compliance. You are responsible for ensuring that all 

access to and use of the Services by Your Users, Patients, contractors, and affiliated personnel complies 

with applicable law, security practices, and the terms of this Agreement. The following specific 

responsibilities apply: 

2.4.1 General Use and Compliance. You will (a) be responsible for Users’ compliance with this 

Agreement, Use Policies and security procedures, (b) be responsible for the accuracy, quality and legality 

of Your data, the means by which You acquired Your data and Your use of data with the Services, (c) use 

commercially reasonable efforts to prevent unauthorized access or use, and (d) use the Services only in 

accordance with this Agreement, Use Policies, and security procedures applicable laws and government 

regulations.  

2.4.2 Data Accuracy and Third-Party Sources. You acknowledge that the Services may rely on data 

imported from third-party systems, including but not limited to Practice Management Systems (PMS), 

Electronic Health Records (EHR), or clearinghouses. Toothapps does not control the accuracy, 

completeness, or timeliness of the data originating from such third-party systems.  

You are solely responsible for ensuring the accuracy of all patient and practice data within Your systems, 

including clinical, financial, and operational records. Toothapps shall have no liability for any errors, 

omissions, outdated records, or inaccuracies resulting from third-party data sources used within or in 

connection with the Services. 

2.4.3 Access Management Errors. You are solely responsible for managing user permissions, account 

deactivations, and access controls within the Services, including those for patients, guardians, proxies, 

and family members. Toothapps shall have no liability for any unauthorized disclosure of patient 

information resulting from: 

●​ Your failure to properly assign, update, or revoke access rights; 
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●​ Your inadvertent or mistaken sharing of records with the wrong individual; 

●​ Continued access by former guardians, spouses, or other individuals whose legal or authorized 

status has changed; 

●​ Any delay or failure to update access based on changes in patient relationships or consent. 

You agree to implement reasonable administrative processes to regularly review, update, and audit 

access permissions under Your control. 

2.4.4 Family Linkages and PMS Relationship Errors. You acknowledge that the Services may reflect 

family or relationship-based account linkages provided by Your Practice Management System (PMS) or 

other integrated data source. Toothapps does not verify, audit, or modify these relationships.  

You are solely responsible for ensuring the accuracy of such relationships, including the association of 

minors with parents, guardians, or other authorized individuals. Toothapps shall have no liability for any 

access, communication, or data disclosure errors resulting from: 

●​ Inaccurate family or account relationships in Your source systems; 

●​ Improper designation of legal guardianship, parental authority, or custodial access; 

●​ Failure to update or correct family associations when legal or custodial circumstances change. 

2.4.5 Regulatory Compliance and Legal Access.  You are solely responsible for ensuring that all access 

permissions, user relationships, disclosures, and data handling activities performed through the Services 

comply with all applicable laws, regulations, and professional standards in Your jurisdiction(s). This 

includes, but is not limited to: 

●​ Verifying the legal authority of individuals to access patient information, including guardians, 

parents, proxies, and representatives; 

●​ Ensuring compliance with age of majority laws, emancipation rules, and changes in custodial 

status; 

●​ Assessing cross-border data transmission laws or international access restrictions; 

●​ Avoiding improper disclosures in violation of HIPAA, HITECH, or other applicable privacy laws. 

Toothapps does not monitor, control, or validate Your access decisions or regulatory interpretations. You 

acknowledge that You are solely responsible for all determinations related to lawful access and data 

sharing under applicable legal frameworks. 

2.5 Platform Security and Login Credentials. You are responsible for maintaining the confidentiality of all 

access credentials used with the Services. You agree to implement reasonable safeguards to prevent 

unauthorized access and shall promptly notify Toothapps if You become aware of any unauthorized use 

or breach involving Your accounts. You are responsible for maintaining the confidentiality and integrity of 

all login credentials and access to the Services. All activity occurring under Your accounts shall be 

deemed authorized by You. 

2.6 Third-Party Integrations and External Services. The Services may support integrations with 

third-party applications, platforms, or APIs (including but not limited to billing platforms, CRMs, Practice 

Management Systems, cloud storage tools, and communication services). You acknowledge and agree 

that: 
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●​ Toothapps does not own, operate, or control these third-party services; 

●​ All data exchange or functionality enabled through third-party APIs is subject to the availability, 

performance, and terms of those external providers; 

●​ Any issues, outages, errors, delays, or data inconsistencies caused by third-party systems are 

outside of Toothapps’ control. 

If You request or initiate a third-party integration, You are solely responsible for ensuring that: 

●​ You have all rights and authorizations necessary for such integration; 

●​ The third-party systems meet Your security and compliance requirements; 

●​ You assume all risks associated with functionality or data flow through those integrations. 

Toothapps shall have no liability for any damages, data loss, misconfiguration, or service interruptions 

resulting from the use or failure of third-party services or APIs. 

2.7 AI Insights and Predictive Analytics Disclaimer.  The Services may include features that leverage 

artificial intelligence, machine learning, or data-driven algorithms to generate insights, predictions, risk 

scores, or decision-support tools, either directly or via third-party providers (including but not limited to 

Truro). You acknowledge and agree that: 

●​ Such features are provided solely for informational and support purposes; 

●​ Toothapps does not warrant the accuracy, completeness, or clinical/financial validity of any 

predictive output; 

●​ You remain solely responsible for interpreting, validating, and applying any AI-generated insight 

in accordance with Your professional judgment and regulatory obligations. 

Toothapps shall have no liability for any decision, treatment plan, financial action, or patient 

communication undertaken in reliance on AI-driven results or predictive analytics offered through the 

Services. You are further responsible for ensuring that Your use of such features complies with applicable 

laws, licensing requirements, payer rules, and standards of care. 

2.8 Patient-Initiated Sharing.  The Services may allow patients to access, download, or share their health 

information with third parties, including other patients, providers, family members, or care coordinators. 

You acknowledge that Toothapps does not control or validate any such patient-directed sharing activity. 

Toothapps shall have no liability for any disclosure, loss, or misdirection of information that results from: 

●​ Patients selecting the wrong recipient; 

●​ Patient-generated content or uploads shared with others; 

●​ Sharing of access credentials or links by patients to unauthorized individuals; 

●​ Patient-authorized third-party access to their data through integrated tools or features. 

You are responsible for educating Your patients on safe sharing practices and may configure access 

settings to restrict or limit patient-sharing features where appropriate. 
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2.9 Website Services and Content Responsibility. If You engage Toothapps to host, publish, or assist in 

the creation or management of content for Your website or any publicly accessible platform, You remain 

solely responsible for: 

●​ Reviewing and approving all content before publication or modification; 

●​ Ensuring the accuracy, legality, and appropriateness of all claims, representations, and materials 

posted online; 

●​ Complying with applicable laws, regulations, and ethical standards governing healthcare 

communications and advertising. 

Toothapps shall have no liability for any errors, omissions, or consequences resulting from: 

●​ Content provided by You or created at Your direction; 

●​ Publication of content that was not reviewed due to Your delay or failure to respond; 

●​ Content approved—explicitly or implicitly—by Your designated representative(s). 

You agree to indemnify and hold Toothapps harmless from any claims, damages, or liabilities arising out 

of or related to Your published website content, including any legal or regulatory actions tied to 

inaccurate or unapproved content. 

2.10 Submissions; No Spam. You acknowledge that You are using the Service at Your own risk and You 

are personally responsible for verifying its suitability for Your needs. You agree that You will not upload 

or transmit any communications or content of any type through the Service that infringe or violate any 

rights of any party.  By submitting communications or content to any public area of the Site or by email 

to the Service Provider, You agree that such submission is non-confidential for all purposes.  You may not 

use the Service to send unsolicited commercial email to any person. 

2.11 Compliance with Applicable Laws. You agree that You will not use the Service for activities 

prohibited by state or federal law or other applicable rules or regulations.  

2.12 License Grant. If You submit any content, business information, ideas, concepts or inventions to 

Service Provider through Service Provider website, Service or by email, You automatically grant, and/or 

warrant that the owner of such content or intellectual property has expressly granted, Service Provider a 

royalty-free, perpetual, irrevocable, world-wide, non-exclusive, sub-licensable (through multiple tiers) 

license to use, reproduce, create derivative works from, modify, publish, edit, translate, distribute, 

perform and display, including digitally or electronically, the communication or content in any media or 

medium, or any form, format or forum now known or hereafter developed. 

2.13 Platform Limitations and Disclaimers. You acknowledge and agree to the following limitations and 

disclaimers regarding the Services: 

2.13.1 Electronic Signatures and Legal Sufficiency.  You are solely responsible for determining the legal 

sufficiency, validity, and enforceability of any electronic signature, acknowledgment, or attestation 

captured through the Services. Toothapps does not guarantee compliance with state or federal 

e-signature laws. 
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2.13.2 Offline Use and Mobile Sync Delays.  To the extent the Services are accessed via mobile or kiosk 

environments that support offline form submission, You acknowledge that delays or failures in syncing, 

connectivity, or data transmission may occur. Toothapps disclaims responsibility for any decisions or 

errors made based on data that is not yet synchronized with the platform. 

2.13.3 Messaging and Communication Tools.  You are solely responsible for ensuring that all 

communications sent via the Services (including but not limited to SMS, email, or in-app messages) 

comply with applicable privacy, marketing, and consent laws, including HIPAA and the Telephone 

Consumer Protection Act (TCPA). Toothapps is not liable for misdirected messages, lack of consent, or 

content errors. 

2.13.4 Financial Tools and Payment Services.   Toothapps does not guarantee the accuracy of any 

financial eligibility information, patient balance estimates, or payment processing outcomes. You are 

responsible for verifying insurance eligibility and collecting payment through legally authorized means.  

2.13.5 App Store and Platform Dependencies.  The availability and functionality of the Services through 

mobile platforms (including iOS and Android apps) may be subject to third-party distribution policies and 

technical limitations. Toothapps disclaims liability for Service interruptions caused by platform changes, 

app store restrictions, or mobile device compatibility issues.  

2.13.6 Office-Generated Forms and Content.  You are solely responsible for the content, legality, and 

accuracy of any forms, disclosures, instructions, or questionnaires created by You using the Services. 

Toothapps does not review or validate the legal sufficiency of such content. 

2.13.7 Data Retention and Archival Responsibility.  Toothapps is not the system of record for long-term 

retention of patient health information. You are solely responsible for meeting all legal and regulatory 

data retention requirements for Your jurisdiction, including storage, backup, and auditability of protected 

health information (PHI).  

2.13.8 Clinical Decision Enforcement and Eligibility Logic.  The Services are not designed to enforce 

clinical protocols, decision trees, or eligibility rules. You are solely responsible for applying clinical 

judgment and ensuring that patient care and access decisions comply with professional, ethical, and 

legal standards. 

3. FEES AND PAYMENT  

3.1 Fees. You will pay all fees specified in this Agreement and with the respective pricing schedules on 

the Service Providers website, which is subject to change from time to time. Except as otherwise 

specified herein or on said website, (i) fees are based on Services subscriptions purchased and not actual 

usage, (ii) payment obligations are non-cancelable and fees paid are non-refundable, and (iii) quantities 

purchased cannot be decreased during the relevant subscription term.  

 

3.2 Invoicing and Payment. The Services Provider’s Services are a Pay-As-You-Go Service and are billed 

monthly by the Service Provider, or its designated third-party processor, for month to month 
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subscriptions, or it may be billed one time for annual subscriptions. Pricing quoted are subject to change 

without notice. You may be required to provide the Service Provider with valid and updated credit card 

information. When You provide credit card information, You authorize the Service Provider to charge 

such credit card for all Services listed in the initial subscription term, any additional service charges and 

any renewal subscription term(s). For any subscription price increases, Your credit card that You provided 

will automatically be charged at the new rate on Your next monthly/annual billing cycle. All such charges 

shall be made in advance based on the frequency stated on the Service Provider’s website, unless 

otherwise stated, or billed through a third-party processor, invoiced charges are billed in advance on a 

monthly/annual basis due at the beginning of the month/year and are non-refundable. You are 

responsible for providing current complete and accurate billing and contact information to the Service 

Provider and notifying the Service Provider of any changes to such information. Cancellation of Service 

requires 30 days notice.  

 

3.3 Overdue Charges. If any invoiced amount is not received by the Service Provider by the due date, 

then without limiting the Service Providers rights or remedies, (a) those charges may accrue late interest 

at the rate of 1.5% of the outstanding balance per month, or the maximum rate permitted by statutory 

law, whichever is lower, and/or (b) the Service Provider may condition future subscription renewals on 

payment terms shorter than those specified in Section 3.2 (Invoicing and Payment).  

 

3.4 Suspension of Service and Acceleration. If any amount owing by You under this or any other 

agreement for Services is overdue (or 10 or more days overdue in the case of amounts You have 

authorized the Service provider to charge to Your credit card), the Service Provider may, without limiting 

the Service Provider’s other rights and remedies, accelerate Your unpaid fee obligations under such 

agreements so that all such obligations become immediately due and payable, and suspend Services to 

You until such amounts are paid in full. Other than for customers paying by credit card or direct debit 

whose payment has been declined, the Service Provider will give You at least 10 days’ prior notice that 

Your account is overdue before suspending services to You.  

 

3.5 Payment Disputes. The Service Provider will not exercise its rights under Section 3.3 (Overdue 

Charges) or 3.4 (Suspension of Service and Acceleration) above if You are disputing the applicable 

charges reasonably and in good faith and are cooperating diligently to resolve the dispute.  

 

3.6 Taxes. The Service Provider fees do not include any taxes, levies, duties or similar governmental 

assessments of any nature, including, for example, value-added, sales, use or withholding taxes, 

assessable by any jurisdiction whatsoever (collectively, “Taxes”). You are responsible for paying all Taxes 

associated with Your purchases hereunder. If the Service Provider has the legal obligation to pay or 

collect Taxes for which You are responsible under this Section 3.6, the Service Provider will invoice You 

and You will pay that amount unless You provide the Service Provider with a valid tax exemption 

certificate authorized by the appropriate taxing authority.  

 

3.7 Future Functionality. You agree that Your purchases are not contingent on the delivery of any future 

functionality or features, or dependent on any oral or written public comments made by the Service 

Provider regarding future functionality or features.  
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3.8 Return & Refund Policy. If You are not 100% satisfied with Your purchase of an “Virtual Reality” 

headsets, You can return the headsets for up to 30-days from the date of purchase and receive a full 

refund less a 20% restocking fee. Any headset You return must be in the same condition You received it 

and in the original packaging, with all the original components in original condition.  

 

4. TERM AND TERMINATION  

4.1 Term of Agreement. This Agreement commences on the date You first accept it and continues until 

all subscriptions hereunder have expired or have been terminated.  

 

4.2 Term of Purchased Subscriptions. Subscriptions may either be for a one year term, or on a 

month-to-month term. Subscriptions will automatically renew for additional periods equal to the 

expiring subscription term of either one year or month-to-month term, unless either party gives the 

other notice of non-renewal at least 30 days before the end of the relevant subscription term.  

 

4.3 Termination. A party may terminate this Agreement for cause (i) upon 30 days written notice to the 

other party of a material breach if such breach remains uncured at the expiration of such period, or (ii) if 

the other party becomes the subject of a petition in bankruptcy or any other proceeding relating to 

insolvency, receivership, liquidation or assignment for the benefit of creditors.  

 

4.4 Refund or Payment upon Termination. If this Agreement is terminated by You there are no refunds 

or credits for partial months of service, or for the remaining months of an annual subscription term. If 

this Agreement is terminated by the Service provider in accordance with Section 4.3, You will pay any 

unpaid fees covering the remainder of the term. In no event will termination relieve You of Your 

obligation to pay any fees payable to the Service Provider for the period prior to the effective date of 

termination.  

 

4.5 Your Data Portability and Deletion. Upon request by You made within 30 days after the effective 

date of termination or expiration of this Agreement, the Service Provider will make Your data available to 

You for export or download for an additional fee. After such 30-day period, the Service Provider will have 

no obligation to maintain or provide any data and will thereafter delete or destroy all copies of Your data 

in the Service Provider’s systems or otherwise in the Service Provider’s possession or control, unless 

legally prohibited.  

 

4.6 Surviving Provisions. The sections titled “Fees and Payment,” “Proprietary Rights and Licenses,” 

“Confidentiality,” “Disclaimers,” “Mutual Indemnification,” “Limitation of Liability,” “Refund or Payment 

upon Termination,” “Your Data Portability and Deletion,” “Surviving Provisions” and “General Provisions” 

will survive any termination or expiration of this Agreement.  

 

5. PROPRIETARY RIGHTS AND LICENSES  
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5.1 Reservation of Rights. Subject to the limited rights expressly granted hereunder, the Service Provider 

and its affiliates and licensors reserve all of their rights, title and interests in and to the Services, 

including all of related intellectual property rights. No rights are granted to You hereunder other than as 

expressly set forth herein.  

 

5.2 Legal Authority for Software Accounts. You constitute and appoint the Service Provider to act for 

and on Your behalf as Your true and lawful agent for and in Your name, place and stead in the United 

States and any other applicable territories, either in writing, electronically, or by other authorized means, 

to create and manage applicable software accounts for the purposes of making the Services available to 

You.  

 

5.3 Ownership of Data. You acknowledge that Service Provider owns all right, title and interest in, and 

retains any copyright and other intellectual property rights in all data provided through the Service and 

collected, developed or licensed by Service Provider for use in conjunction with the Service (“Provider 

Data”).  You grant the Service Provider a worldwide, limited-term license to host, copy, display and use 

Your data as reasonably necessary for the Service Provider to provide, and ensure proper operation of, 

the Services and associated systems in accordance with this Agreement.  

 

5.4 Your Acknowledgement.  You acknowledge and agree that by submitting Your data or other 

information or content through the Service, You are solely liable for the appropriateness and right to 

submit such data, information or content through the Service.  In addition, You represent and warrant 

that Your data and any information or content submitted by You through the Service is either owned by 

You or You have all right, title and interest to use such Your data, information or content.  You further 

agree to not change, delete or hide any copyright or proprietary notice for any Provider Data. 

 

5.5 License to Use Feedback. You grant to the Service Provider a worldwide, perpetual, irrevocable, 

royalty-free license to use and incorporate into the Service Provider’s Services any suggestion, 

enhancement request, recommendation, correction or other feedback provided by You or Users relating 

to the operation of the Service Provider’s Services.  

 

5.6 Authorization for Marketing Materials. You authorize the Service Provider to list You by name or 

logo as a client in the Service Provider’s marketing materials and include a web link to Your website on 

the Service Provider’s website. No other use of Your insignia, logos, trademarks, trade name or service 

marks shall be made by the Service Provider without Your prior written approval.  

5.7 Use of De-Identified Data and Machine Learning. Toothapps may use de-identified or aggregated 

data derived from Your use of the Services to operate, improve, and enhance its products and services, 

including through the development and application of machine learning or artificial intelligence 

technologies. Such data will not identify You or any individual and will be handled in compliance with 

applicable privacy and data protection laws. 

6. CONFIDENTIALITY  
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6.1. Confidentiality. All nonpublic technical or business information disclosed by Service Provider to You, 

including without limitation, products, service, tools, techniques, software, documentation, data and 

designs, information related to Service Provider’s business plans and/or customers shall be deemed 

“Confidential Information” and shall be deemed the property of Service Provider and shall be returned 

upon request. “Confidential Information” shall also include all Service Provider Data and Customer Data 

collected and/or entered through the Service. Confidential Information shall be used solely for the 

purposes of administering and otherwise implementing the terms of this Agreement.  

 

6.2 Protection of Confidential Information. The Receiving Party will use the same degree of care that it 

uses to protect the confidentiality of its own confidential information of like kind (but not less than 

reasonable care) to (i) not use any Confidential Information of the Disclosing Party for any purpose 

outside the scope of this Agreement and (ii) except as otherwise authorized by the Disclosing Party in 

writing, limit access to Confidential Information of the Disclosing Party to those of its and its affiliates’ 

employees and contractors who need that access for purposes consistent with this Agreement and who 

have signed confidentiality agreements with the Receiving Party containing protections not materially 

less protective of the Confidential Information than those herein. 

 

6.3 Compelled Disclosure. The Receiving Party may disclose Confidential Information of the Disclosing 

Party to the extent compelled by law to do so, provided the Receiving Party gives the Disclosing Party 

prior notice of the compelled disclosure (to the extent legally permitted) and reasonable assistance, at 

the Disclosing Party's cost, if the Disclosing Party wishes to contest the disclosure. If the Receiving Party 

is compelled by law to disclose the Disclosing Party’s Confidential Information as part of a civil 

proceeding to which the Disclosing Party is a party, and the Disclosing Party is not contesting the 

disclosure, the Disclosing Party will reimburse the Receiving Party for its reasonable cost of compiling 

and providing secure access to that Confidential Information.  

 

7. REPRESENTATIONS AND WARRANTIES  

7.1 Representations. Each party represents that it has validly entered into this Agreement and it has the 

legal power to do so.  

 

7.2 Warranty. The Service Provider warrants that during an applicable subscription term (a) this 

Agreement, and any Use Policies will accurately describe the applicable administrative, physical, and 

technical safeguards for protection of the security, confidentiality and integrity of Your data in 

compliance with HIPAA and HITECH regulations and any other applicable laws and regulations, (b) the 

Service Provider will not materially decrease the overall security of the Services. For any breach of a 

warranty above, Your exclusive remedies are those described in the “Termination” and “Refund or 

Payment upon Termination” sections.  

 

7.3 Disclaimers. EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER PARTY MAKES ANY WARRANTY OF 

ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND EACH PARTY SPECIFICALLY 

DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, 

FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, TO THE MAXIMUM EXTENT PERMITTED 
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BY APPLICABLE LAW. BETA SERVICES ARE PROVIDED “AS IS,” EXCLUSIVE OF ANY WARRANTY 

WHATSOEVER. EACH PARTY DISCLAIMS ALL LIABILITY AND INDEMNIFICATION OBLIGATIONS FOR ANY 

HARM OR DAMAGES CAUSED BY ANY THIRD-PARTY HOSTING PROVIDERS. THE SERVICE PROVIDER 

DISCLAIMS ANY WARRANTIES REGARDING THE ACCURACY OR CLINICAL/FINANCIAL APPLICABILITY OF 

ANY AI-DRIVEN OUTPUT AS DESCRIBED IN SECTION 2.11. 

 

8. MUTUAL INDEMNIFICATION  

8.1 Indemnification by the Service Provider. The Service Provider will defend You against any claim, 

demand, suit or proceeding made or brought against You by a third-party alleging that any Service 

infringes or misappropriates such third-party’s intellectual property rights (a “Claim Against You”), and 

will indemnify You from any damages, attorney fees and costs finally awarded against You as a result of, 

or for amounts paid by You under a settlement approved by the Service Provider in writing of, a Claim 

Against You, provided You (a) promptly give the Service Provider written notice of the Claim Against You, 

(b) give the Service Provider sole control of the defense and settlement of the Claim Against You (except 

that the Service Provider may not settle any Claim Against You unless it unconditionally releases You of 

all liability), and (c) give the Service Provider all reasonable assistance, at the Service Provider expense. If 

the Service Provider receives information about an infringement or misappropriation claim related to a 

Service, the Service Provider may in its discretion and at no cost to You (i) modify the Services so that 

they are no longer claimed to infringe or misappropriate, (ii) obtain a license for Your continued use of 

that Service in accordance with this Agreement, or (iii) terminate Your subscriptions for that Service 

upon 30 days’ written notice and refund You any prepaid fees covering the remainder of the term of the 

terminated subscriptions. The above defense and indemnification obligations do not apply if (1) the 

allegation does not state with specificity that the Services are the basis of the Claim Against You; (2) a 

Claim Against You arises from the use or combination of the Services or any part thereof with software, 

hardware, data, or processes not provided by the Service Provider, if the Services or use thereof would 

not infringe without such combination; (3) a Claim Against You arises from Services for which there is no 

charge; (4) a Claim Against You is based on traditional online storefront commerce functionality that is or 

was in general use in the industry; or (5) a Claim Against You arises from content, a third-party 

application or Your use of the Services in violation of this Agreement, any Use Policies.  

 

8.2 Indemnification by You. You will defend the Service Provider and its affiliates against any claim, 

demand, suit or proceeding made or brought against the Service Provider by a third-party alleging that 

(a) any of Your data or Your use of Your data with the Services, (b) a third-party application provided by 

You, or (c) the combination of a third-party application provided by You and used with the Services, 

infringes or misappropriates such third-party’s intellectual property rights, or arising from Your use of the 

Services in an unlawful manner or in violation of the Agreement, any Use Policies, (each a “Claim Against 

the Service Provider”), and You will indemnify the Service Provider from any damages, attorney fees and 

costs finally awarded against the Service Provider as a result of, or for any amounts paid by the Service 

Provider under a settlement approved by You in writing of, a Claim Against the Service Provider, provided 

the Service Provider (a) promptly gives You written notice of the Claim Against the Service Provider, (b) 

give You sole control of the defense and settlement of the Claim Against the Service Provider (except 
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that You may not settle any Claim against the Service Provider unless it unconditionally releases the 

Service Provider of all liability), and (c) give You all reasonable assistance, at Your expense.  

 

8.3 Exclusive Remedy. This “Mutual Indemnification” section states the indemnifying party’s sole liability 

to, and the indemnified party’s exclusive remedy against, the other party for any type of claim described 

in this section.  

 

9. LIMITATION OF LIABILITY  

 

9.1 Limitation of Liability. IN NO EVENT SHALL THE AGGREGATE LIABILITY OF EACH PARTY TOGETHER 

WITH ALL OF ITS AFFILIATES ARISING OUT OF OR RELATED TO THIS AGREEMENT EXCEED THE TOTAL 

AMOUNT PAID BY YOU AND YOUR AFFILIATES HEREUNDER FOR THE SERVICES GIVING RISE TO THE 

LIABILITY IN THE TWELVE MONTHS PRECEDING THE FIRST INCIDENT OUT OF WHICH THE LIABILITY 

AROSE. THE FOREGOING LIMITATION WILL APPLY WHETHER AN ACTION IS IN CONTRACT OR TORT AND 

REGARDLESS OF THE THEORY OF LIABILITY, BUT WILL NOT LIMIT YOUR AND YOUR AFFILIATES’ PAYMENT 

OBLIGATIONS UNDER THE “FEES AND PAYMENT” SECTION ABOVE. TOOTHAPPS SHALL NOT BE LIABLE 

FOR DECISIONS MADE BASED ON PREDICTIVE OUTPUTS, INSIGHTS, OR ANALYTICS GENERATED 

THROUGH AI/ML FEATURES (SEE SECTION 2.11). 

 

9.3 Exclusion of Consequential and Related Damages. IN NO EVENT WILL EITHER PARTY OR ITS 

AFFILIATES HAVE ANY LIABILITY ARISING OUT OF OR RELATED TO THIS AGREEMENT FOR ANY LOST 

PROFITS, REVENUES, GOODWILL, OR INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, COVER, 

BUSINESS INTERRUPTION OR PUNITIVE DAMAGES, WHETHER AN ACTION IS IN CONTRACT OR TORT AND 

REGARDLESS OF THE THEORY OF LIABILITY, EVEN IF A PARTY OR ITS AFFILIATES HAVE BEEN ADVISED OF 

THE POSSIBILITY OF SUCH DAMAGES OR IF A PARTY’S OR ITS AFFILIATES’ REMEDY OTHERWISE FAILS OF 

ITS ESSENTIAL PURPOSE. THE FOREGOING DISCLAIMER WILL NOT APPLY TO THE EXTENT PROHIBITED BY 

LAW.  

 

10. GENERAL PROVISIONS  

10.1 Notices. Except as otherwise specified in this Agreement, all notices related to this Agreement will 

be in writing and will be effective upon (a) personal delivery, (b) the second business day after mailing, 

or (c), except for notices of termination or an indemnifiable claim (“Legal Notices”), which shall clearly 

be identifiable as Legal Notices, the day of sending by email. Billing-related notices to You will be 

addressed to the relevant billing contact designated by You. All other notices to You will be addressed to 

the relevant Services system administrator designated by You. If to the Service Provider, notices shall be 

addressed to Attn: President, at address on the Service Provider’s website  

 

10.2 Agreement to Governing Law and Jurisdiction. Each party agrees that this Agreement shall be 

governed by the laws of the state of Minnesota without regard to choice or conflicts of law rules, and to 

the exclusive jurisdiction and venue of the Hennepin County District Court of Minnesota.  
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10.3 Entire Agreement and Order of Precedence. This Agreement is the entire agreement between the 

parties regarding Your use of Services and supersedes all prior and contemporaneous agreements, 

proposals or representations, written or oral, concerning its subject matter. Except as otherwise provided 

herein, no modification, amendment, or waiver of any provision of this Agreement will be effective 

unless in writing and signed by the party against whom the modification, amendment or waiver is to be 

asserted. If there are any conflicts in terms and conditions between this Agreement and any Use Policies 

or other polices on the Service Provider website, this Agreement shall control in all respects.  

 

10.4 Assignment. You may not assign any of Your rights or obligations hereunder, whether by operation 

of law or otherwise, without the prior written consent of the Service Provider (not to be unreasonably 

withheld); provided, however, either party may assign this Agreement in its entirety without the other 

party’s consent to its affiliate or in connection with a merger, acquisition, corporate reorganization, or 

sale of all or substantially all of its assets. Notwithstanding the foregoing, if a party is acquired by, sells 

substantially all of its assets to, or undergoes a change of control in favor of, a direct competitor of the 

other party, then such other party may terminate this Agreement upon written notice. In the event of 

such a termination, the Service Provider will refund to You any prepaid fees allocable to the remainder of 

the term of all subscriptions for the period after the effective date of such termination. Subject to the 

foregoing, this Agreement will bind and inure to the benefit of the parties, their respective successors 

and permitted assigns.  

 

10.5 Relationship of the Parties. The parties are independent entities. This Agreement does not create a 

partnership, franchise, joint venture, agency, fiduciary or employment relationship between the parties.  

 

10.6 Third-Party Beneficiaries. There are no third-party beneficiaries under this Agreement.  

 

10.7 Waiver. No failure or delay by either party in exercising any right under this Agreement will 

constitute a waiver of that right.  

 

10.8 Severability. If any provision of this Agreement is held by a court of competent jurisdiction to be 

contrary to law, the provision will be deemed null and void, and the remaining provisions of this 

Agreement will remain in effect.  

 

11. DISPUTE RESOLUTION BY BINDING ARBITRATION  

 

11.1 Please read this carefully as it affects Your rights. Most customer concerns can be resolved quickly 

and to the customer’s satisfaction by contacting our Customer Care Center at the Service Provider’s 

contact listed on their website. In the unlikely event that the Service Provider Customer Care Center is 

unable to resolve Your complaint to Your satisfaction (or if the Service Provider has not been able to 

resolve a dispute it has with You after attempting to do so informally), we each agree to resolve those 

disputes through binding arbitration rather than in a court of competent jurisdiction. Any arbitration 

under this Agreement will take place on an individual basis; any class arbitrations and class actions are 

not permitted. You may elect to speak with independent counsel before using the Service Provider 

Services or completing any purchase.  

Master Subscription Agreement, rev 2.0​ 14 



Rev 2.0 

 

11.2 The Service Provider and You agree to arbitrate all disputes and claims between us before a single 

arbitrator. The Arbitrator, and not any federal, state, or local court or agency, shall have exclusive 

authority to resolve any dispute relating to the interpretation, applicability, enforceability or formation of 

this Agreement including, but not limited to, any claim that all or any part of this Agreement is void or 

voidable The types of disputes and claims we agree to arbitrate are intended to be broadly interpreted. It 

applies, without limitation, to:  

 

11.2.1 claims arising out of or relating to any aspect of the relationship between us, whether based in 

contract, tort, statute, fraud, misrepresentation, or any other legal theory;  

 

11.2.2 claims that arose before these or any prior Terms (including, but not limited to, claims relating to 

advertising and intellectual property)  

 

11.2.3 claims that are currently the subject of purported class action litigation in which You are not a 

member of a certified class and  

 

11.2.4 claims that may arise after the termination of these Terms.  

 

11.3 You agree that, by entering into this Agreement, You and the Service Provider ARE EACH WAIVING 

THE RIGHT TO A TRIAL BY JURY OR TO PARTICIPATE IN A CLASS ACTION.  

 

11.3 A party who intends to seek arbitration must first send, by U.S. certified mail, a written Notice of 

Dispute (“Notice”) to the other party in accordance with the rules of the American Arbitration 

Association in the state of where arbitration will occur. A Notice to the Service Provider should be 

addressed to the Service Provider, Attn: President at the address listed on the Service Provider’s website. 

The Notice must (a) describe the nature and basis of the claim or dispute and (b) set forth the specific 

relief sought (“Demand”). If the Service Provider and You do not reach an agreement to resolve the claim 

within 30 days after the Notice is received, You or the Service Provider may commence an arbitration 

proceeding.  

Copyright 2025 © Toothapps®  
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